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Description of Problem
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Description of User Tracking

• User tracking … 
• Collects information about a user over time

• Requires identifier

• Examples of online identifiers that enable user tracking

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  

Phone Number: +49 123 456789E-Mail: xyz@gmail.com

Device IDs: abcd123456789

Fingerprints: "Mozilla/5.0 (Windows NT 
10.0; Win64; x64; rv:109.0) Cookies: Cfhhcnohhuknhuns.nytimes.com



Relevance of User Tracking 
in Online Advertising Market

Contact + Data*

User

Publisher
Advertiser

Ad Price

Online Advertising Market

Publisher

Publisher

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Two Main Usages of Tracked Data of Publishers

• Better content, e.g., 
• Content personalization

• Recommendations
• User interface

• Better advertising, e.g., 
• Ad targeting

• Behavioral targeting
• Retargeting

• Ad measurement
• Ad recency and frequency
• Clicks
• Conversions

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Consumers’ Perceived Privacy Violation

Source: Jerath and Miller 2024

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Initiatives to Restrict User Tracking

• Regulators, e.g.,
• Europe: General Data Protection Regulation (GDPR)
• US: California Consumer Privacy Act (CCPA)
• China: Personal Information Protection Law (PIPL)

• Firms, e.g.,
• Apple’s App Tracking Transparency (ATT)
• Mozilla Firefox: Enhanced Tracking Protection (ETP)
• Apple Safari: Intelligent Tracking Prevention (ITP)
• Brave, Tor: Privacy-Focused Browsers

• Activities from users, in particular, consumer protection agencies, e.g.,
• NOYB
• Ad- and tracking blockers

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Aim of Project

• Research aim: 
• Determine (economic) value of user tracking (for publishers)

• Research Questions:
• RQ1: Average value of user tracking?
• Differences of value of user tracking across

• RQ2: Users
• RQ3: Publishers

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Knowledge on the Value of User Tracking
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Overview on Prior Research

 Prior research on the value of user tracking
 Focus of prior research

 Advertisers and ad intermediaries
 Little work on 

 Users
 Publishers (our focus)

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Empirical Academic Studies on the 
Value of User Tracking for Publishers

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Description of Real-Time Bidding Data
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Real-Time Bidding Auction Process

Bid Requests (can differ across bidders):
- Ad information (size, language)
- Publisher information (domain)
- User information (user-ID)

Ad Exchange/
SSP

Agency 
Trading Desk

Advertiser 2

DSP 1

Pub. Ad 
Server

Ad call 
to

Publisher Website Ad Tag

Redirects 
to

Ad Network
with DSPDSP 2

Advertiser 3Advertiser 1

DMP

Bid Responses
- Bid value
- IP-adress of ad server
- Click-URL for ad

Supply 
Data

DSP Ad 
Server 

Deliver ad to 
user‘s browser

<script> src=„ib.adnxs.com/ttj?id=„123" type=text/javascript</script>

Ad Tag

User

Return java script to browser 
 redirect  browser to DSP ad server (step 9)

Redirect to DSP‘s 
ad server

Redirect:
If browser is redirected to URL of ad server, ad server gets 
access to its cookies, if placed, or possibility to place a cookie

1 2

4

8

5

10

9

3

6

User loads website 
with ad tags

7 Determine winner of auction

DSP = Demand Side Platform
DMP = Data Management Platform

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Bid Request Data in Real-Time Bidding
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Laub, Miller, Skiera (2022) - When the Cookie Crumbles? The Impact of Online Tracking Restrictions on the Online Advertising Market

Data Categories Common Variables Example

User data

Data generated 
by user tracking

Identifier (ID)* User ID “123-ABC-789”.

Browsing history The user visited www.sports.com three times already.

Ad recency The user saw the ad “ABC” two minutes ago.

Ad frequency The user saw the ad “ABC” four times already.

Data not generated
by user tracking

Device and software (e.g., operating system, browser) of user The user is browsing the internet with a Samsung tablets, Android 
OS, and Firefox browser. 

Location of user The user is in Paris, France. 

Date and time The time of the user’s visit is 2 pm on a Monday.

Publisher data 
(non-user data)

Ad slot-
specific data

Position of ad slot The ad slot is on the top of the website. 

Ad format The ad slot has a size of 728 x 90 pixels.

Context-
specific data

Content of publisher The ad slot is on a website offering financial news, e.g., 
www.financialtimes.com.

Quality of publisher The ad slot is on a website offering high quality edited content, 
such as www.theguardian.com

Thematic-focus of publisher The ad slot is on a finance and business news website like 
uk.finance.yahoo.com.

Size of publisher The ad slot is on the website of a small publisher such as 
www.paris-normandie.fr

http://www.sports.com/
http://www.financialtimes.com/


Theoretical Background 
of Empirical Studies
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Value of User Tracking for Publishers

 Effects with user tracking (compared to without user tracking)
 Targeting effect

 Tracking data enables better targeting yielding
 Higher willingness-to-pay
 Higher ad prices

 Competition effect
 Tracking data enables targeting very narrow groups of users for which only few advertisers 

compete (“thin market”) yielding
 Less competition
 Lower ad prices

 Need for empirical study
 Resulting overall effect of both contradicting effects unclear
 Effect of publisher and user characteristics on effect unclear

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Empirical Studies



Comparison of Setup of Both Empirical Studies 

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Setup of First Empirical Study
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Description of Data

• Price of 42 million ad impressions from large European Ad Exchange
• User tracking via third-party-cookies

• 85% of ad impressions with cookie (~1.4 Mio. cookie IDs)
• 15% of ad impressions without cookie

• 111 publishers

• Ad impression characteristics, e.g.,
• Ad position
• Ad size

• User characteristics, e.g.,
• Device of user
• Internet browser of user
• …

• Publisher characteristics, e.g.,
• Topic area of content 
• …

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Prices of Trackable and Untrackable Ad Impressions

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Comparison of Trackable and Untrackable Ad Impressions

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Identification Strategy
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Measuring the Value of User Tracking

• Aim of Empirical Study: Estimate price difference between ad impressions with and without user tracking

• User tracking via cookie (first study) or device id (second study)
• Treatment T = 1, if cookie/device id is available (0 otherwise)

$

Price of ad impression 
with user tracking

$

Price of ad impression 
without user tracking

Value of user 
tracking

Value of User 
Tracking

Value derived from 
other variables

(e.g., ad format)

Treatment Group Control Group Value of User Tracking

𝔼𝔼[𝑌𝑌 1 ] 𝔼𝔼[𝑌𝑌 0 ] 𝐴𝐴𝐴𝐴𝐴𝐴 = 𝔼𝔼[𝑌𝑌 1 − 𝑌𝑌(0)]

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Determined by 
advertisers

Determined by 
users

Selection into Treatment
• Effect of interest:

• Outcomes of interest:  Ad impression price with and without user tracking 

• Availability of user tracking is not-random, however
• Underlying determinants (e.g., age) unobserved by advertiser
• We observe same variables as advertisers (e.g., proxies for age)

-> selection on unobservables (self-selection) should not be a concern for estimation

(Availability of) user 
tracking Ad impression price

Controls

Determinants of 
availability of user tracking

Unobserved by 
advertisers

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Adjustment for Selection into Treatment

• Regression Analysis (RA)
• Augmented Inverse Probability Weighting (AIPW)
• Heckman Selection Model

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Regression Analysis
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Implementation of Procedure to Determine Results

• Part 1: Estimation of Model (Regression Analysis)

• Part 2: Determination of Treatment Effects
• For each impression calculate treatment effect (TE) 

by determining difference of predicted price of
• Trackable user
• Untrackable user

• Calculation of 
• Average treatment effect (ATE) (all observations)
• Average treatment effect on the treated (ATET) (only trackable users)

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Augmented Inverse Probability
Weighting (AIPW)
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Implementation of 
Augmented Inverse Probability Weighting (AIPW)

• Setup

• Estimate the Average Treatment Effect (ATE) of a binary treatment         on an outcome      (ad price)

• T = 1 if treated (trackable user)

• T = 0 if untreated (untrackable user)   

• Determine 

• Where            is potential outcome if a user receives treatment 

• Assume unconfoundedness

• Treatment assignment       is “as good as random” conditioning on 

• Adjust for confounding by modeling the relationship between        and 

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Implementation of 
Augmented Inverse Probability Weighting (AIPW)

• Step 1: Estimate the Treatment Model 

• Step 2: Estimate the Outcome Models 

• Step 3: Compute the AIPW Estimator

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Step 1: Estimate the Treatment Model

Inverse Probability Weighting (IPW)
• Estimate treatment probability �𝜋𝜋𝑖𝑖 for each ad impression i (propensity score)

• Logistic regression
• Boosted regression trees

• Weight observations:
• Treatment group (𝑇𝑇𝑖𝑖= 1): 1 / �𝜋𝜋𝑖𝑖
• Control group (𝑇𝑇𝑖𝑖= 0): 1 / (1 - �𝜋𝜋𝑖𝑖)

�𝐴𝐴𝐴𝐴𝐴𝐴𝐼𝐼𝐼𝐼𝐼𝐼 =
1
𝑛𝑛
�
𝑖𝑖=1

𝑛𝑛
𝑇𝑇𝑖𝑖𝑌𝑌𝑖𝑖
�𝜋𝜋𝑖𝑖

−
(1 − 𝑇𝑇𝑖𝑖)𝑌𝑌𝑖𝑖
(1 − �𝜋𝜋𝑖𝑖)

𝑌𝑌𝑖𝑖 = price of ad impression 𝑖𝑖

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Step 2: Estimate the Outcome Models

Regression Adjustment (RA)
• Estimate price of each ad impression i based on covariates X (e.g. ad size, ad position)

• Separate estimation per treatment group
• Estimate counterfactual price using regression estimates from opposite group
• Determine outcome regression models via linear regression or random forests

�𝐴𝐴𝐴𝐴𝐴𝐴𝑅𝑅𝑅𝑅 =
1
𝑛𝑛
�
𝑖𝑖=1

𝑛𝑛

��𝔼𝔼 𝑌𝑌𝑖𝑖 𝑇𝑇𝑖𝑖 = 1,𝑋𝑋𝑖𝑖) − �𝔼𝔼 𝑌𝑌𝑖𝑖 𝑇𝑇𝑖𝑖 = 0,𝑋𝑋𝑖𝑖)} $

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Step 3: Compute the AIPW Estimator

Double Robust Estimator
• Either treatment model or outcome model needs to be correctly specified

• Performs best* even under severe confounding (Glynn & Quinn 2010)

�𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 =

*Comparable or lower mean square error than propensity score matching, IPW or regression adjustment

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Why Double Robust?

Double Robustness
• AIPW called “double robust” because it only requires one of the two models is correct: 

• Treatment model (propensity score model)
• Outcome model (regressions)

• AIPW remains a consistent estimator of the true ATE

What if both are misspecified?
• Double-robust guarantee breaks down

• AIPW can be biased

• Model checking is critical
• Theoretically (all variables included?)
• Empirically (model fit?, robustness?)

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Key Takeaways on AIPW

• AIPW stands for Augmented Inverse Probability Weighting

• Augments simple IPW with plug-in outcome model

• Double robustness if correct specification of either

• Propensity score model

• Outcome models

• If both are wrong, no protection, and AIPW can be biased

• Theoretical model specification

• Model testing

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Results of Empirical Study
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Results for 
Average Value of User Tracking (RQ1)
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Regression Results
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Value of User Tracking at the Ad Impression Level 

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Value of User Tracking at the Ad Impression Level 

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Value of User Tracking at the Ad Impression Level 

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Augmented Inverse Probability Weighting 
(AIPW) Results
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Value of User Tracking at the Ad Impression Level 

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  

• Step 1: Treatment Model (Propensity Score Model)



Value of User Tracking at the Ad Impression Level 

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  

• Step 1: Treatment Model (Propensity Score Model)



Value of User Tracking at the Ad Impression Level 

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  

• Step 2: Outcome Models 



Value of User Tracking at the Ad Impression Level 

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  

• Step 3: Determination of AIPW Estimator



Results for Heterogeneity Across Users
(RQ2)
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Advertising Components of Value of User Tracking

• Value of Identifier

• Browsing History

• Ad Recency

• Ad Frequency

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Value of User Data Categories 
(Based upon Model 4.1)

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Value of User Data Categories 
(Based upon Model 4.1)

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Results for 
Heterogeneity Across Publishers (RQ3)
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Publisher Components of Value of User Tracking

• Type of ads

• Above fold

• Large ads (obtrusiveness)

• Type of publisher

• Premium publisher

• Thematic-focused

• Publisher Size

• Publisher Topic

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Differences of the Value of User Tracking across Publishers

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Setup of Second Empirical Study
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Description of Data Set

• Data set from demand-side platform (DSP) in programmatic mobile ad market
• DSP receives bid request with following features (among others)

• operating system of device (i.e., Apple or Android)
• availability of a device ID
• country of the user (e.g., a European (EU) country or US)
• date and time of bid request
• In case of bidding, DSP receives winning price

• 31,890 publisher instances (publisher x device x operating system x ad format)
• 10,526 publishers (apps)

• About 218 million ad impressions observed over six weeks (mid-September to end-October 2023)
• Share of impressions with device ID 

• Android (91%) 
• Apple (17%)

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Prices of Trackable and Untrackable
Ad Impressions

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Results for Average Value of User Tracking 
(RQ 1)
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Regression Results on the Value of User Tracking

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Derivation of Treatment Effects

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Summary and Implications
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Summary and Implications

• RQ1: Ad prices are, on average, lower without user tracking
• Study 1: -18.3%
• Study 2

• Europe: -23.3%
• US: -46.6%

• Quantity and quality of free content for users at risk

• RQ2: Differences across users
• Mainly driven by identifier

• Enables ad performance measurement
• Browsing history hardly generates economic value

• Enables ad targeting

• RQ3: Differences across publishers
• Higher value of user tracking for 

• Non-premium publishers
• Publishers with broader content
• Large publishers

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



The Impact of Privacy Regulation 
on the Online Advertising Market

gdpr-impact.com

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  



Thank You for Your Attention!

Klaus Miller
millerk@hec.fr

Paper Download

Laub, Miller, Skiera (2024), The Economic Value of User Tracking for Publishers.  
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